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Abstract

“Best effort” packet-switched networks, like the Internet, do not offer a reliable
transmission of packets to applications with real-time constraints such as voice.
Thus, the loss of packets impairs the application-level utility. For voice this utility
impairment is twofold: on one hand, even short bursts of lost packets may decrease
significantly the ability of the receiver to conceal the packet loss and the speech
signal play-out is interrupted. On the other hand, some packets may be particular
sensitive to loss as they carry more important information in terms of user perception
than other packets.

We first develop an end-to-end model based on loss run-lengths with which we
can describe the loss distribution within a flow. The packet-level metrics derived
from the model are then linked to user-level objective speech quality metrics. Using
this framework, we find that for low-compressing sample-based codecs (PCM) with
loss concealment isolated packet losses can be concealed well, whereas burst losses
have a higher negative perceptual impact. For high-compressing frame-based codecs
(G.729) on one hand the impact of loss is amplified through error propagation caused
by the decoder filter memories, though on the other hand such coding schemes help
to perform loss concealment by extrapolation of decoder state. Contrary to sample-
based codecs we show that the concealment performance may “break” at transitions
within the speech signal however.

We then propose mechanisms which differentiate between packets within a voice
data flow to minimize the impact of packet loss. We designate these methods as
“intra-flow” loss recovery and control. At the end-to-end level, identification of
packets sensitive to loss (sender) as well as loss concealment (receiver) takes place.
Hop-by-hop support schemes then allow trading the loss of one packet, which is
considered more important, against another one of the same flow which is of lower
importance. As both packets require the same cost in terms of network transmission,
a gain in perceived quality is obtainable. We show that significant speech quality
improvements can be achieved while still maintaining a network service which is
virtually identical to best effort in the long term.

Keywords: Voice over IP, Internet Telephony, Packet Loss, Loss Recovery,
Objective Speech Quality Measurement, Queue Management, Differentiated Services
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Zusammenfassung

Paket-vermittelnde Netzwerke wie das Internet, die nach dem “best effort”-Prinzip

arbeiten bieten keine Moglichkeit die Ubertragung von Paketen fiir Echtzeitdienste

wie Sprache zu garantieren. Somit wird durch Paketverluste die Dienstqualitét

beeintrichtigt. Bei Sprachiibertragung treten dabei die folgenden Effekte auf: ein-

erseits konnen schon kurze Folgen von verlorenen Paketen (Biindelverluste) die

Fahigkeit des Empfangers beeintrachtigen die Paketverluste zu verschleiern. Dadurch
wird das Sprachsignal als unterbrochen wahrgenommen. Andererseits konnen einzelne
Pakete des Datenstromes besonders anfillig gegeniiber einem Verlust sein, da sie In-

formationen beeinhalten die entscheidend fiir die wahrgenommene Sprachsignalquali-

tat am Empfanger sind.

Zunichst wird ein Modell entwickelt welches auf der Anzahl der hintereinan-
der verloren gegangenen Pakete basiert. Mit diesem Modell ist es moglich die
Verlustverteilung innerhalb eines Datenstromes zu beschreiben. Die von dem Mo-
dell abgeleiteten Paketverlustmetriken werden dann mit Methoden der objektiven
Sprachqualitdtsmessung verbunden. Innerhalb dieses Rahmenwerkes stellen wir fest
das schwach-komprimierende Sprachkodierer (“sample-based codecs”, PCM) mit
Fehlerverschleierung einzelne Paketverluste gut iiberbriicken konnen. Biindelverluste
haben dagegen einen starken negativen Einfluss auf die Sprachqualitdt. Bei hoch-
komprimierenden Kodierern (“frame-based codecs”, G.729) ist es einerseits so, das
die Auswirkungen von Paketverlusten durch das Gedachtnis der Dekoder-Filter noch
verstirkt werden. Andererseits machen es solche Kodiermethoden einfacher eine
Fehlerverschleierung durchzufiithren, da die Statusinformationen innerhalb des De-
koders extrapoliert werden konnen. Im Gegensatz zu den schwach-komprimierenden
Sprachkodierern ist jedoch festzustellen, das die Qualitit der Fehlerverschleierung
an Sprachbereichsiibergdngen zusammenbrechen kann.

Dann werden Mechanismen vorgestellt die zwischen Paketen innerhalb eines
Sprachdatenstroms (flow) unterscheiden kénnen, um die Auswirkungen von Paketver-
lusten zu minimieren. Wir bezeichnen diese Methoden als “intra-flow” Paketverlust-
behandlung und -kontrolle. In den Endsystemen (end-to-end) findet dabei die Identi-
fizierung von verlustsensitiven Paketen (am Sender) sowie eine Fehlerverschleierung
(am Empfinger) statt. Unterstiitzungsmechanismen in den Netzwerkknoten (hop-
by-hop) erlauben es dann Verluste von als wichtiger identifizierten Paketen auf
Kosten von weniger wichtigen Paketen desselben Datenstroms zu vermeiden. Da
fiir beide Paketarten diesselben Netzwerkressourcen aufgewendet werden miissten,
ist somit ein Gewinn an Sprachqualitdt moglich. Es wird gezeigt das dieser Gewinn
bedeutend ist, wobei jedoch der Netzwerkdienst, iiber langere Zeitabschnitte gese-
hen, praktisch mit einem “best effort”-Dienst gleichgesetzt werden kann.

Stichworter: Voice over IP, Internettelefonie, Paketverluste, Paketverlustbe-
handlung, Objektive Sprachqualitidtsmessung, Queue Management, Differentiated
Services
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Chapter 1

Introduction

During the last three decades we witnessed two fundamental technical evolutions on
which this thesis is based. The first consists of using a digital representation for a
speech signal ([JN84]), being the basis for efficient further processing, storage and
transmission. The second is the development and deployment of packet-switched
networks, which started with small experimental islands and grew to the global
interconnection we know now as the Internet ([LCC*98]). Both technologies began
to converge as early as the 1970s and ’80s with research and experiments on packet
voice ([Coh80], Fig. 1.1).

Digital Voice Communication Packet-Switched Networks

1970 PCM ARPAnet

packet voice
1980 waveform codec experiments

vocoders (LPC)

TCP/IP protocols

1990 _ first IETE IP Multicast
hybrid codecs audiocast WWW Clallobal Interlrlwet
digital PSTN Internet ("best effort”)

conferencing
architecture
(RTP, SIP)

H.323
2000 Voice over IP

H.320 Integrated Services

Differentiated Services

Figure 1.1: Voice over IP history

The 1990s brought both an unprecedented Internet growth, with the WWW as
the first (non real-time) “mass” application, as well as the large-scale deployment
of digital transmission technology in the conventional (circuit-switched) telephone
networks. However, the convergence of packet-switching and voice took place at a
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much slower pace. It was not until 1992 that the first large-scale research experi-
ments with voice transmission over the Internet took place ([Cas92]). Only recently,
we have seen the development of an Internet conferencing architecture ([HCB96])
including basic protocol support for real-time applications (RTP, [SCFJ96]), support
for new communication paradigms like multicast ([SM96]) and call-setup signaling
([HSSR99, Uni96f]). Finally, today we are facing an increasing demand for rapid
deployment of real-time services like Internet Telephony ([SR98, SSSK99)), triggered
by current economical reasons' and the statistical multiplexing gain inherent to a
packet-switched network. The ultimate motivation for convergence is, however, the
creation of a single, integrated communication infrastructure offering manageable
advanced services to satisfy the user demand of accessing all services from a unified
platform (computer-telephony integration, [Sch97]).

However, when designing such an Integrated Services packet-switched network
we are confronted with its fundamental tradeoff: statistical multiplexing at the
expense of the reliability of packet delivery which can result in a degradation of the
quality of the provided service. Available bandwidth is exploited very efficiently
by the multiplexing of packets, yet excessive delays and packet losses cannot be
avoided due to unlimited concurrent access of the network by different senders and
subsequent congestion at interior network nodes. Packet loss can be compared in
its importance to the problem of channel distortion in analogue communications.

The Internet Engineering Task Force (IETF, [Soc|) has worked on these Quality-
of-Service (QoS) issues ([CSST98]) for several years now. Other organizations and
standards bodies have just begun to work on QoS issues specific for packet voice
([Con97, Uni99, Ins98]). Still, the Internet today offers only a single “best effort”
service, i.e. all traffic is handled in the same way (typically using a single FIFO
Drop-Tail queue per interface in a router). Thus the network has no idea about the
properties of the traffic it handles, which largely differ between flows? of different
applications (data, voice, video). Loss recovery is done on an end-to-end basis
by higher-layer protocols (TCP) with retransmissions, such that applications can
receive a lossless service just using end-to-end means. Obviously, this approach can
lead to excessive delays under network congestion. For classical Internet applications
like ftp and e-mail, this has been tolerable. However it is not feasible for real-time,
interactive services like voice- and video-conferencing.

1.1 Motivation and Scope
Most real-time applications exhibit tolerance against occasional loss of packets.

However, considering that a real-time flow experiences a certain constant amount
of packet loss, the impact of loss may vary significantly dependent on which packets

'Except the access fees no costs dependent on the communication path (local, wide area) are
(yet) to be paid in the Internet.

2Here we define a “flow” informally as a sequence of packets with an application-defined asso-
ciation and finite duration typically in the range as known by human interaction. A formal flow
definition for the Internet will be given in section 2.2.3.
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are lost within a flow. In the following we distinguish several reasons for such a
variable loss sensitivity. For our explanation we consider the packet level as well as
the ADU (Application Data Unit) level, where an ADU is the unit of data relevant
for the application such as a voice or video frame:

1. Temporal sensitivity: Loss of ADUs which is correlated in time may lead to
disruptions in the service. For video, a “flickering” or “freezing” image is the
result. Note that this effect is further aggravated by some interdependence
between ADUs (i.e. that one ADU can only be decoded when a previous
ADU before has successfully been received and decoded). For voice, as a
single packet contains typically several ADUs (voice frames) this effect is more
significant than for video. It translates basically to isolated packet losses versus
losses that occur in bursts.

2. Sensitivity wrt. ADU integrity: ADU integrity addresses the relationship be-
tween the ADU and the packet level (i.e. the specific way in which the ADUs
are packetized). For video that means that a loss of 50% of all transmitted
frames is annoying, but tolerable, however that the loss of 50% of the packets
of every frame (resulting in the same amount of loss) might render the video
undecodable and thus completely useless (note that this in turn affects the
time sensitivity). For this example we have assumed that every frame is of
equal importance and consists of the same number of packets. For speech,
ADU integrity is not an issue, due to the fact that for current coding schemes
the ADUs (voice frames) are typically smaller than a packet and thus are not
split for transmission.

3. Sensitivity due to ADU heterogeneity: Certain ADUs might contain parts of
the encoded signal which are more important with regard to user perception
than others of the same flow. Let us consider a video flow with two frame types
of largely different perceptual importance (we assume same size, frequency and
no inter-dependence between the frames). Even when under the loss of 50% of
the packets, all packets belonging to a certain frame are received (see point 2.
above), the perceptual quality varies hugely between the case where the 50%
of the frames with high perceptual importance are received and the case where
the 50% less important frames are received. For voice traffic this translates
to the case where the coding scheme is not able to distribute the information
equally between consecutive frames and thus generates packets of variable
perceptual importance.

Network support for real-time multimedia flows can on one hand aim at offering
a lossless service, which however, to be implemented within a packet-switched net-
work, will be costly for the network provider and thus for the user. On the other
hand, within a lossy service, the above sensitivity constraints must be taken into
account. It is our strong belief that this needs to be done in a generic way, i.e.
no application-specific knowledge (about particular coding schemes e.g.) should be
necessary within the network and, vice versa, no knowledge about network specifics
should be necessary within an application.
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Figure 1.2: Schematic utility functions dependent on the loss of more (+1) and less
(-1) important packets: a) “best effort” case b) “best effort” with intra-flow loss
control

Let us now consider the case that 50% of packets of a flow are identified as more
important (designated by “+1”) or less important (“-1”) due to any of the above
sensitivity constraints. Figure 1.2 a) shows a generic utility function describing the
application-level Quality of Service (QoS) dependent on the percentage of packets
lost. For real-time multimedia traffic, such utility should correspond to perceived
video/voice quality. If the relative importance of the packets is not known by the
transmission system, the loss rates for the +1 and -1 packets are equal. Due to the
over-proportional sensitivity of the +1 packets to loss as well as the dependence of
the end-to-end loss recovery performance on the +1 packets, the utility function is
decreasing significantly in a non-linear way (approximated in the figure by piece-wise
linear functions) with an increasing loss rate. Figure 1.2 b) presents the case where
all +1 packets are protected at the expense of -1 packets. The decay of the utility
function (for loss rates < 50%) is reduced, because the +1 packets are protected
and the end-to-end loss recovery can thus operate properly over a wider range of
loss rates indicated by the shaded area. This results in a graceful degradation of the
application’s utility. Note that the higher the non-linearity of the utility contribution
of the +1 packets is (deviation from the dotted curve in Fig. 1.2 a)), the higher is
the potential gain in utility when the protection for +1 packets is enabled. Results
for actual perceived quality as utility for multimedia applications exhibit such a
non-linear behavior.
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‘ QoS ‘ intra-flow ‘ inter-flow
network nodes filtering (network packet differentiation
(hop-by-hop) adaptation) reservation

packet differentiation
end systems selective/adaptive loss non-adaptive loss
(end-to-end) | recovery and avoidance recovery

Table 1.1: Taxonomy of QoS enhancement approaches

To describe this effect and provide a taxonomy for different QoS enhancement
approaches, we introduce a novel terminology: we designate mechanisms which in-
fluence QoS parameters between flows (thus decrease the loss rate of one flow at the
expense of other flows) as inter-flow (QoS. Schemes which, in the presence of loss,
differentiate between packets within a flow as demonstrated in Figure 1.2 above,
provide intra-flow QoS enhancement. As additional mechanisms have to be imple-
mented within the network (hop-by-hop) and/or in the end systems (end-to-end),
we have another axis of classification?.

Now we can group existing QoS enhancement concepts into this framework (Ta-
ble 1.1). As opposed to the previous paragraphs, we are now only considering the
transmission of interactive voice traffic.

End-to-end sender adaptation to the current network load ([SS98al, end-to-end
intra-flow QoS), i.e. reducing the bit-rate in response to network congestion, is
difficult to apply to voice. This difficulty arises when considering the necessary
per-flow overhead (fast feedback) together with the usual voice traffic properties
(low bit-rate), i.e. the per-flow gain in congestion control through adaptation is
small. Often, adaptation is not possible at all due to the fixed output bit-rate
of the voice encoder. Thus, Internet voice applications must be augmented by
loss recovery mechanisms, which are somewhat isolated from the speech encoding
process, to cope with packet loss. This is the case because most standardized codecs
were optimized for high compression assuming a transmission “channel” with low
error rates (like those available in a circuit-switched network). Due to the given

3To describe the location of schemes used for traffic control, we use the term “hop-by-hop” as
opposed to “network layer”. The term “network layer” is conformant to the OSI model layer 3,
the layer where routing and forwarding within an internetwork takes place. Generic traffic control
mechanisms (i.e. those which are independent of a specific link layer technology) are however
typically implemented per link layer interface “below” layer 3 (see Fig. 2.6 in section 2.2.3).

Also, in IP-based networks the definition of the “application layer” location is not in accordance
with OSI, but rather driven by current implementation environments, where an application accesses
network services via a socket interface (an application can contain some transport layer processing
functions, e.g. an application incorporating real-time transport protocol (RTP, [SCFJ96]) process-
ing using an UDP socket). For these reasons we use only “end-to-end” to designate mechanisms
operating at the level where the communication relation (sender-receiver) is visible. It should
however also be noted that the the terms “end-to-end” and “end system” do not necessarily imply
“application-to-application” as other nodes (proxies) can transfer data on behalf of the applications
and run “end-to-end” protocols and algorithms.
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delay constraints these are open-loop schemes like Forward Error Correction (FEC).
When such loss recovery schemes are non-adaptive to network congestion, the flow
uses more bandwidth which is then not available for other flows. Therefore such
approaches can be classified as end-to-end inter-flow @oS. Note that the presented
categories for loss sensitivity also apply to applications which are enhanced by end-
to-end loss recovery mechanisms. End-to-end mechanisms can reduce and shift such
sensitivities but cannot eliminate them.

The QoS can also be improved by exploiting knowledge about a flow within the
network which then leads to a graceful degradation under congestion (hop-by-hop
intra-flow QoS). Typically this is accomplished by filtering application-layer infor-
mation, which is however both expensive in terms of resources, as well as undesirable
with regard to network security. Additionally, specifically for Internet voice, most of
these mechanisms are unsuitable, again considering the voice flow properties (high
compression, uniform frame structure).

Mechanisms of service differentiation between flows (hop-by-hop inter-flow QoS)
have been explored extensively (e.g. within the Internet Integrated Services model
[BCS94]). However, actual deployment has been delayed, mainly due to complexity
reasons (e.g. it is needed to keep per-flow state in every router along the path
during the lifetime of a flow). Particularly for voice over IP this leads to high
resource consumption (and therefore to high costs) due to the need for conservative
characterization of flow requirements, and overhead due to needed signaling and
state maintenance. Also, the explicit setup at every hop could take relatively long
(in comparison to a session/call initiation). Furthermore, providing inter-flow QoS
leads to an immediate need for a complete charging and accounting architecture.
Even if such QoS enforcement mechanisms are ubiquitous, it will be necessary to
provide alternatives. This can be due to economical reasons, but also e.g. due to
user mobility®.

Thus, considering that hop-by-hop QoS enforcement will not be deployed every-
where, it is important that efficient end-to-end loss recovery schemes are developed
which can be complemented (and not replaced) by hop-by-hop support mechanisms.
However, it can be stated that only few known approaches consider the presence of
loss recovery /control mechanisms at the respective other level (end-to-end / hop-by-
hop). We argue that only few cooperation/knowledge between the layers can lead to
significant performance improvements. Therefore we adopt a combined approach in
this work introducing novel intra-flow QoS mechanisms at both levels. Considering
a combined approach is particularly interesting for voice, as scalability is a major
concern due to the small per-flow bandwidth.

Our work is targeted mainly at interactive voice. On one hand this is due to the
strong demand from the users and the consequently high importance of Voice over
IP for the success of the Internet as the ubiquitous packet switching infrastructure.
On the other hand due to the simplicity of the voice flow structure, voice is a
good candidate to explore simple means of separate and combined operation of QoS

4A temporary graceful degradation is needed until the hop-by-hop QoS is reestablished to the
new user location during a hand-off.
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enhancement mechanisms, which can then be extended to more complex flow types.

We believe that QoS setup for IP telephony and Voice over IP in general should
not be tied to the call-setup signaling ([HSSR99, Uni96f]). This allows for QoS pro-
vision for aggregated flows in the core of the network (aggregation ([RS96, RS98,
JH98, SS98c|) will play an important role due to the small per-packet payload of
individual flows). Additionally, the QoS setup should not be limited to a telephone
call model (point-to-point), but scale to large multicast groups. Furthermore, de-
ployment of IP telephony signaling and QoS provision can be done incrementally in
separate steps. Finally user mobility (see [SR98]) can be supported more efficiently
as the data/QoS control and the call signaling path may differ.

1.2 Approach

We propose to employ intra-flow QoS enhancement mechanisms at both the end-to-
end and the hop-by-hop level. The end-to-end schemes rely on pre-processing of the
speech signal at the sender, which facilitates the concealment /reconstruction of lost
speech packets at the receiver. The hop-by-hop schemes shape the loss pattern of
the voice packet sequence thus yielding a more predictable service at the end-to-end
level. When brought together, the end-to-end mechanism can exploit the increased
predictability of the network service. Note that the hop-by-hop mechanisms only
constitute a support mechanism with regard to the end-to-end level. We aim at
evaluating the benefit by adequate but still simple metrics at both the packet as
well as the user level.

We classify the voice coding schemes into either sample-based (where a digital
sample of an analog signal is directly encoded) or frame-based (where the evolution
of the analog signal over a certain time period is encoded into digital codewords
which constitute a frame). The proposed approach covers end-to-end mechanisms
for both sample- and frame-based codecs working either independently or with a
direct interface to the hop-by-hop level. The availability of a rich existing literature
is exploited. At the hop-by-hop level however few directly related work exists, so
we rather look at different approaches to inter-flow QoS to identify suitable building
blocks which can be adapted to fulfill our goals.

End-to-end level

We design a scheme, where more important parts of the speech signal are better
protected in the presence of loss on an end-to-end basis. For sample-based codecs
this is achieved by choosing the packet boundaries adaptively. If a packet is lost,
the receiver can conceal the loss of information by using adjacent signal segments of
which (due to the preprocessing/packetization at the sender) a certain similarity to
the lost segment can be assumed. For frame-based codecs the information extracted
by the pre-processing is used to identify frames which, in the event of a loss, cannot
be easily concealed by the speech decoder itself. Then, these frames are either
protected with redundancy or mapped to a higher priority at the hop-by-hop level.
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Figure 1.3: Thesis methodology and chapter association

The approach can be grouped into the end-to-end intra-flow QoS category as
selective (payload adaptive) loss recovery (Table 1.1).

Hop-by-hop level

In this work, active queue management algorithms are developed, which try to give
preferred service to certain packets of a flow at the expense of other packets of
the same flow. We identify two basic approaches: the first one is based on flow
detection, i.e. network nodes have a certain knowledge about flow types and their
needs, keep partial per-flow state and influence the packet drop decision using this
knowledge. Applications (or proxies acting on behalf an application) then do not
need to cooperate explicitly. The second approach relies on packet marking, i.e. the
complexity of deriving the relative importance of the packets by the traffic control
entities of intermediate routers is pushed to the edges of the network. Routers react
dependent on their overall congestion situation. Thus, applications mark the packets
of their flow to enable a graceful degradation within the network.

This approach can be described as intra-flow packet differentiation (Table 1.1).

1.3 Thesis Outline and Methodology

Figure 1.3 depicts a schematic view on the methodology of this thesis. On one hand
we use results of network measurement (own measurements and results available
in the literature) to parameterize our own end-to-end loss model according to the
measured Internet behavior. On the other hand, based on measurement results, we
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construct a traffic model, which allows us to develop loss control algorithms which
work at a network node (hop-by-hop) by using discrete event simulation. Then,
the same end-to-end loss model can be parameterized according to the simulated
modified network behavior.

The parameterized models are subsequently employed for the performance evalu-
ation of end-to-end loss recovery algorithms. Finally we use objective speech quality
models to measure the performance at the user level. It should be noted that the
end-to-end loss model links separate evaluations at the end-to-end and hop-by-hop
level respectively. This separation is done for various reasons: discrete event simu-
lations require a significantly higher effort to yield end-to-end results, therefore they
should be confined to developments where the behavior of an individual node needs
to be taken into account in detail. Applying numerous loss patterns derived from
an end-to-end model to a speech sample is significantly less complex than running
the discrete simulations for an equal number of times (using different seeds for the
random number generation) while yielding the same statistical relevance. For the
end-to-end algorithms we do not use feedback, therefore the simulation of static
operating points appears reasonable.

The outline of the thesis is as follows:

Chapter 2 gives a brief introduction to digital voice communication, voice trans-
mission over IP-based networks, the problem of packet loss and basic metrics to
describe the packet loss process. We also present a taxonomy of schemes for loss
avoidance, recovery and control.

In chapter 3 we then present related work which focuses on end-to-end, hop-
by-hop and combined schemes for QoS enhancement: Section 3.1 introduces related
work on end-to-end-only QoS enhancement schemes which are applicable to Internet
voice. All schemes (except non-adaptive FEC) can be classified as intra-flow QoS en-
hancement. We analyze receiver-only loss recovery and loss recovery schemes which
introduce modifications at both the sender and the receiver. We discuss related
work on hop-by-hop mechanisms suitable to give QoS support for interactive voice
in section 3.2 covering purely local (intra-flow) as well as distributed approaches
which typically improve the inter-flow QoS. Section 3.3 then presents some related
work of combined end-to-end /hop-by-hop approaches.

Chapter 4 describes the methodology we employed to evaluate the performance
of the QoS enhancement schemes: We identified the need for a thorough analysis of
existing packet loss models and metrics and developed a novel model for loss char-
acterization, which is discussed in section 4.1. Section 4.2 then shows how actual
application-level QoS (user perception) for voice can be described. We introduce
conventional objective and subjective quality metrics as well as novel perceptual
metrics for objective speech quality assessment. Section 4.3 describes the relation-
ship between the introduced packet-level and speech quality metrics. To enable the
design and performance evaluation of supporting hop-by-hop loss control schemes,
section 4.4 presents the traffic model used in the discrete event simulations.

Chapter 5 presents our work on end-to-end loss recovery schemes. Due to the
largely differing properties of sample- and frame-based codecs in terms of loss
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Figure 1.4: Architecture / structure of the thesis

resilience we treat both types of codecs differently: in section 5.1 the develop-
ment of our proposed scheme for sample-based codecs called Adaptive Packetiza-
tion/Concealment (AP/C) is explained. AP/C is novel in the sense that it can
avoid the basic limitations of receiver-only schemes identified in section 3.1, but at
the same time only introduces minor modifications at the sender. The approach is
evaluated by objective speech quality measurement and subjective testing as intro-
duced in sections 4.2.1 and 4.2.2 respectively. Additionally, in section 5.2 we present
a comparable approach to increase the loss resilience for frame-based codecs (we use
the G.729 [Uni9a] voice codec as an example) and apply again methods of objective
speech quality assessment for the evaluation.

Chapter 6 then discusses and explores design options for the proposed intra-
flow QoS hop-by-hop mechanisms for end-to-end support. We develop two queue
management algorithms which fulfill our goals: the first called PLoP (Predictive
Loss Pattern) is based on flow detection and selective discarding of queued packets.
The second algorithm is Differential RED (DiffRED), a derivative of the well-known
RED ([FJ93]) concept of discarding packets adaptively to the congestion state at
a network element. We investigate the specific performance of each algorithm by
simulation and then compare the two algorithms in section 6.4 using the metrics
introduced in section 4.1.

Finally, in chapter 7 we evaluate the performance for combined end-to-end and
hop-by-hop schemes. This is done in particular for the explicit mapping of end-to-
end knowledge on the hop-by-hop support, as this approach is less separable than
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the implicit one.

Figure 1.4 presents an overview over the software architecture for Internet voice
transmission. The shaded boxes show the locations in the stack where our proposed
mechanisms should be applied. The architectural overview can serve also as a guide-
line through this thesis, as it reflects the vertical (packet-level versus user-level) and
horizontal (hop-by-hop versus end-to-end) nature of the building blocks presented
in the individual chapters.
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CHAPTER 1.

INTRODUCTION




Chapter 2

Basics

In this chapter we will review the basics of digital voice communication which are
relevant to our work. Furthermore the necessity of Quality-of-Service enhancement
mechanisms is explained and the architecture in which those mechanisms are to be
embedded is outlined.

2.1 Digital voice communication

This section presents an overview of production, digitization and coding of speech.
We briefly discuss basic coding techniques employed for sample- and frame-based
codecs and have a closer look at the G.729 codec as one prominent example for a
frame-based codec.

2.1.1 Speech production

In this section, we will briefly discuss some basic properties of speech signals and
how they are produced. In particular, we will take a look at the speech properties
that are of major importance to our work, especially the characteristics of voiced
and unvoiced sounds. See [RS78, Del93] and the references therein for more general
and detailed discussions.

Speech signals are non-stationary and at best can be considered as quasi-periodic
over a short period of time. Thus, they cannot be exactly predicted. Speech signals
can be roughly divided into two categories: voiced and unvoiced sounds. Voiced
sounds are produced by pushing air from the lung through the glottis with the
shape and the tension of the vocal cords adjusted so that this flow of air causes
them to vibrate in a relaxation oscillation. The vibration of the vocal cords results
in a sequence of quasi-periodic pulses of air that excites the vocal tract. Thus,
voiced sounds can be modeled by exciting a filter modeling the vocal tract with a
quasi-periodic signal that reflects the air pulses produced by the vocal cords. The
rate of the vibration of the vocal cords’ opening and closing are defined as the
fundamental frequency of the phonation. It is often used interchangeably with the
term pitch period. Varying the shape and the tension of the vocal cords can change
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Figure 2.1: Digital voice transmission system using Puls Code Modulation (PCM).

the frequency of the vocal cords’ vibration, i.e. the pitch. Another property of
voiced speech is that certain frequency ranges are suppressed by resonance within
the vocal tract. Thus peaks of the amplitude at the formant frequencies appear in
the signal’s spectra. The properties of voiced sounds can be summarized as follows:
they have quasi-periodic characteristics in the time domain. The energy of voiced
sounds is generally higher than that of unvoiced sounds. Furthermore, voiced sounds
are more important to the perceptual quality than unvoiced sounds.

Unvoiced sounds are generated by forcing a steady flow of air at high veloci-
ties through a constriction region in the vocal tract to produce a turbulence. The
location of the constriction region determines what unvoiced sound is produced. Un-
voiced sounds are similar to random signals and have a broad spectrum in frequency
domain. Random signals (white noise) are usually used to model unvoiced sounds.

Within regions of either voice or unvoiced speech regions, smaller units of a size
between approximately 40ms and 100ms can be distinguished. These units are
called phonemes. They are the smallest units which convey a linguistic meaning.

2.1.2 Digitization

Figure 2.1 shows the conversion of an analog speech signal to a digital one at the
sender, as well as the re-conversion to an analog output at the receiver. At the
sender (within a PC or workstation typically within the audio hardware accessible
via the audio device of the operating system) the analog signal is first low-pass
filtered to avoid aliasing when sampling. Then the sampling at a certain sampling
frequency takes place, resulting in a PAM (Pulse Amplitude Modulation) signal.
A typical sample frequency for voice is 8k Hz; according to the Nyquist theorem
this allows to represent frequencies up to 4kHz which is sufficient for naturally
sounding (telephone quality) speech. This is equivalent to modulating the signal
with a pulse train. Then the modulated analog signal (now being a sequence of
different amplitude pulses rather than a continuous signal) is converted to a digital
representation. This conversion implies quantization, i.e. an analog amplitude with
infinite resolution within its allowed range is mapped to one value of a discrete set
of values (a typical set is e.g. 2!® = 65536 values: 16 bit quantization).
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At the receiver the digital representation is decoded back to yield a PAM signal.
This signal (which has an infinite number of replicas of the original analog signal’s
spectrum) is then low-pass filtered with a filter with the same cutoff frequency as
at the sender. Thus the original signal, however distorted by the approximation
process of the A/D quantization process, is recovered.

2.1.3 Coding / compression

In order to reduce bandwidth consumption in the transmission of speech signals,
speech coding is employed to compress the speech signals, i.e. on one hand to use
as few bits as possible to represent them and on the other hand to maintain a cer-
tain desired level of speech quality. Compression is achieved by exploiting temporal
redundancies in the speech signal. Temporal redundancies exist in the correlation
between adjacent speech samples (short-term correlation) as well as in the pitch peri-
odicity (long-term correlation). Additionally the different sensitivities of the human
hearing system in different frequency bands can be exploited for compression. The
actual compression gain is realized by quantization of the relevant samples or coeffi-
cients and using predictor filters of limited depth, thus achieving lossy compression
of the speech signal with some quality /complexity versus bit-rate tradeoff. In gen-
eral, speech coding techniques are divided into three categories: waveform codecs,
voice codecs (vocoders), and hybrid codecs. In the following we use the term “codec”
for the speech encoding/decoding system as a whole and “encoder” /”decoder” for
the respective encoding or decoding functionality.

2.1.3.1 Sample-based codecs

Sample-based codecs try to directly encode speech signals in an efficient way by
extracting redundancies and exploiting the temporal and/or spectral characteristics
of the speech waveform. The simplest waveform codec is Puls Code Modulation
(PCM) where the amplitude of the analog signal (section 2.1.2) (or a digital sample
with a higher resolution) is (re-)quantized to one of a discrete set of values. PCM
is a memoryless (non-adaptive) coding. Therefore the bandwidth needed to trans-
mit a speech signal is high (e.g. 16 bit/sample x 8000 sample/s = 128kbit/s). A
first step to reduce this bandwidth while maintaining the same output quality is to
employ non-uniform quantization (also called “companding”), i.e. the quantization
step size varies with the signal value. This improves the quality for two reasons:
first, frequently occurring amplitudes can be quantized finer and second, the human
hearing exhibits logarithmic sensitivity (i.e. the perception of small amplitudes is
more critical and thus they should be quantized finer). Typically companding is
employed according to either the p- and A-law logarithmic curves (for Europe and
North America respectively) resulting in a bit-rate of 64kbit/s (with 8 bit quantiza-
tion).

An encoding scheme which exploits the fact that the speech waveform is evolving
slowly (i.e. adjacent samples are correlated) is the Differential PCM. In its simplest
form the sender encodes the difference between two adjacent samples and the receiver
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Figure 2.2: Differential Puls Code Modulation (DPCM).

restores the signal by integration. However actual DPCM systems employ a larger
predictor filter (with a memory of [ samples). The transfer function of the predictor
filter in the z-domain can be computed as follows (where a; are the filter coefficients):

A(z) = Z a;z " (2.1)

Figure 2.2 shows the encoder and decoder structure of a DPCM system. At the
encoder, the difference between the input speech sample x(n) (represented by its z
transform X (z)) and its estimate &(n) (— X(z)) is computed and transmitted to
the receiver. There the signal is reconstructed using the same predictor filter loop
as in the encoder:

N D(z)
B=1"40

In Adaptive Differential PCM (ADPCM), both the quantizer step size as well
as the predictor filter coefficients are varied adaptively to the speech signal content.
Typically (using a backward adaptive predictor filter) the predictor filter adaptation
is estimated from the received signal. Thus only the quantizer step information has
to be transmitted additionally.

2.1.3.2 Frame-based codecs / G.729

Vocoders and hybrid codecs attempt to model speech signals by a set of parame-
ters and then try to efficiently encode these parameters. They usually operate on
“frames” which represent a fixed number of speech samples. Hence, they are also
called frame-based codecs. Vocoders and hybrid codecs typically operate at a lower
bit rate than waveform codecs at the cost of higher complexity.

In frame-based codecs, the vocal tract is modeled by a linear filter (section 2.1.1).
That means a speech sample z(n) is estimated by a linear combination of previous
speech samples:

z(n) = ; a;x(n — 1)
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Figure 2.3: Linear Predictive Coding (LPC).

This estimation is referred to as linear prediction (LP). It amounts to filtering the
signal with a filter (predictor filter) with the transfer function (see Eq. 2.1):

!
Az) => aiz
i=1

There are various approaches for computing the coefficients a;, e.g. minimization
of the mean square of the difference between the original and the estimate d(n) =
x(n) — &(n). A linear prediction with optimally chosen coefficients yields a de-
correlated difference signal d(n) (i.e. the envelope of that difference signal’s spectrum
is flat). Thus if the speech signal (represented by its z transform X (z)) is filtered
with the optimal predictor error filter (analysis filter) 1 — A(z) we get an output
signal with a flat (white) spectrum D(z) = %(1 — A(2))X () (see Fig. 2.3: encoder;
i is a scaling factor!).

Thus, if the inverse filter H(z) = #%Z) (
with a white spectrum, the output signal X (z) represents the speech signal for which
the predictor coefficients have been optimized (Fig. 2.3: decoder). In vocoders this
behavior is approximated by exciting the synthesis filter H(z) with a periodical train
of pulses (d(n) = 6(n) — D(z) = 1) for voiced sounds. The period of the train of
pulses is equal to the pitch period. For unvoiced sounds d(n) is a random signal,
thus the power density of spectrum D(z) is constant (white noise).

The minimization of the mean square of d(n) for computing the LP coefficients
leads to the following linear equations ([RS78, Clu98]):

synthesis filter) is excited with a signal

O(i,0) = Xl:a,@(i,k) ie L]

!The scaling factor ¢ is computed from the variance of the difference signal d(n).
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G.723.1 G.729 G.727
Codec hybrid hybrid waveform
[Uni96c] [Uni96a [Uni90]
Algebraic Code Excited | Conjugate Structure | Adaptive
Linear Prediction Algebraic Code Differential
Coding (ACELP) or Multipulse | Excited Linear Pulse Code
scheme Maximum Likelihood Prediction Modulation
Quantization (MP- (CS-ACELP) (ADPCM)
MLQ)
Bit rate 5.3 or 6.3 8 40, 32, 24,
(kbit/s) or 16
Complexity | 14-20 20 ~ 2
(DSP MIPS)

Table 2.1: Properties of common speech codecs

(i, k) = > x(n—i)ax(n—k) (2.2)

The summation range of Eq.2.2 is determined by the interval over which a speech
signal can be assumed to be stationary and constraints like the desired algorithmic
delay of the coder. One way to simplify the computation of this equation is to
assume all samples outside of an analysis segment of length N to be zero, resulting
in using the autocorrelation function (ACF) of the speech signal r,, ([Clu98]):

N-1—|i—k|

(i, k) =re(li— k)= > w(n)(n+|i - k) (2.3)

n=0

The equations (written in matrix form) can then be solved using the Levinson-
Durbin recursion ([RS78, Del93)).

Vocoders operate at a bit rate of around 2.4 kbit/s or lower and produce speech
that is intelligible but not natural (section 2.1.4). Hence, they are mainly used in
military applications where natural sounding is not very important and bandwidth
is very scarce.

In hybrid codecs, the excitation signal for the linear filter is chosen in such a
way that the perceived distortion is as small as possible. Hybrid codecs deliver
a better speech quality than vocoders at the cost of a higher bit rate, because
information about the excitation is transmitted as side information. They represent
a compromise of different interdependent attributes: bit rate, complexity, and buffer
delay. These attributes are traded off against each other, e.g. a very low bit rate
could result in high complexity and large buffer delays which are both undesirable.
Furthermore, hybrid codecs used for speech transmission over the Internet should
also be robust against loss of frames.

Table 2.1 provides an overview over some features of common waveform and
hybrid codecs (extracted from [MM98, Spa94]). Particularly the two frame-based
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codecs G.723.1 ([Uni96¢|) and G.729 ([Uni96al) are very attractive for speech trans-
missions over the Internet because they provide toll (telephone) quality speech at
much lower bit rates (5.3/6.3 kbit/s and 8 kbit/s respectively) than conventional
PCM (64 kbit/s). Thus the network resource requirements for a large scale de-
ployment can be reduced significantly. Their high complexity is not of great con-
cern because speech encoding and decoding can now be performed with inexpensive
hardware in the end systems at user premises.

The G.729 speech codec The G.729 codec employs the Conjugate Structure Al-
gebraic Code Excited Linear Prediction (CS-ACELP) coding scheme. It operates at
8 kbit/s. Input data for the coder are 16-bit linear PCM data sampled at 8 kHz. A
G.729 speech frame? is 10 ms in duration, corresponding to 80 PCM speech samples.
For each frame, the encoder analyzes the input data and extracts the parameters of
the Code Excited Linear Prediction (CELP) model such as linear prediction filter co-
efficients and excitation vectors. The approach for determining the filter coefficients
and the excitation is called analysis by synthesis: The encoder searches through its
parameter space, carries out the decode operation in each loop of the search, and
compares the output signal of the decode operation (the synthesized signal) with the
original speech signal. The parameters that produce the closest match are chosen,
encoded, and then transmitted to the receivers. At the receivers, these parameters
are used to reconstruct the original speech signal. The reconstructed speech signals
are then filtered through a post-processing filter that reduces the perceived noise by
emphasizing the spectral peaks (formants, section 2.1.1) and attenuating the spec-
tral valleys ([MM98)).

G.729 encoder and decoder operation For each 10-ms frame, the encoder per-
forms a linear predictive analysis to compute the linear prediction filter coefficients.
For the sake of stability and efficiency, the linear-prediction filter coefficients are not
directly quantized but are transformed into line spectral pairs (LSP?) and quan-
tized using a predictive two-stage vector quantization process . The excitation for
the speech signal is computed per 5-ms subframe (corresponding to 40 PCM speech
samples) and has two components: fixed and adaptive-codebook. First, an open loop
pitch delay is estimated once per 10-ms frame. This estimation is based on the auto-
correlation of the weighted speech signal that is derived from filtering the speech
signal through a perceptual weighting filter. The adaptive-codebook contribution
models the long-term correlation of speech signals and is expressed in a closed-loop
pitch delay and a gain. The closed-loop pitch delay is searched for around the open
loop pitch delay by minimizing the error between the perceptually weighted input
signal and the previous excitation filtered by a weighted linear-prediction synthe-

2We use the term frame for the unit of the encoding/decoding operation (ADU) and packet for
the unit of transmission. One packet carries typically several frames.

3LSPs are an alternative representation of the LP coefficients with better quantization and
interpolation properties ([Del93], chapter 5.4).
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sis filter. The difference of the found excitation filtered by the synthesis filter and
the original signal is then used to find the fixed-codebook contribution. The fixed-
codebook vector and the fixed-codebook gain are searched by minimizing the mean-
squared error between the weighted input signal and the weighted reconstructed
speech signal, using a pulse train as excitation. The adaptive-codebook gain and
the fixed-codebook gain are then jointly vector quantized using a two stage vector
quantization process.

The G.729 decoder extracts the following parameters from the arriving bit stream:
the line spectral pair coefficients, the two pitch delays, two codewords representing
the fixed-codebook vector and the adaptive- and fixed- codebook gains. The line
spectral pair coefficients are interpolated and transformed back to the linear pre-
diction filter coefficients for each subframe. Then, for each subframe the following
operations are performed:

e The excitation is the sum of the adaptive- and fixed-codebook vectors multi-
plied by their respective gains.

e The speech signal is obtained by passing the excitation through the linear
prediction synthesis filter.

e The reconstructed speech signal is filtered through a post-processing filter that
incorporates an adaptive postfilter based on the long-term and short-term
synthesis filters, followed by a high-pass filter and scaling operation. These
operations reduce the perceived distortion and enhance the speech quality of
the synthesized speech signals.

The internal frame loss concealment algorithm of the G.729 will be introduced
in section 3.1.3.3.

2.1.4 Speech quality / intelligibility

Speech intelligibility deals with the content (the linguistic meaning): what a speaker
has said. Speech quality on the other hand can be seen as a superset, i.e. it com-
prises intelligibility as well as additional perceptions like “naturalness” and speaker
recognizability: how a speaker has said something. Good quality implies good in-
telligibility (the converse does not necessarily need to be true). For example, very
low-bit-rate vocoders (section 2.1.3.2) produce speech that is intelligible but not
natural. The inter-relationship of intelligibility and quality is not well understood
currently ([Del93], chapter 9.1.2). This is due in part to the difficulty of isolat-
ing properties within the speech signal and associating these properties with either
quality or intelligibility.

In this thesis we focus on speech quality as our ultimate metric for the following
reasons: Our main target application is telephone-quality speech using low- (5kbit/s)
to medium-bit-rate (64kbit/s) codecs, where assuring intelligibility alone is not suf-
ficient to achieve user satisfaction. In addition to the distortion introduced by the
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coding scheme, we consider distortion caused by packet losses. As introduced earlier
(section 1) our scope here is to develop end-to-end as well as hop-by-hop mechanisms
for loss recovery and control in a well-engineered network which is highly loaded,
but has no inter-flow QoS support. If the number of losses introduced is so high that
intelligibility is severely impaired, we believe that the scope of research somewhat
shifts to proper network/ traffic engineering and load balan