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Abstract—The Self-Organizing Networks (SON) concept in-
cludes the functional area known as self-healing, which aims
to automate the detection and diagnosis of, and recovery from,
network degradations and outages. In this paper, we present
Dynamic Cell Anomaly Detection (DCAD), a tool that implements
an adaptive ensemble method for modeling cell behavior [5], [6].
DCAD uses Key Performance Indicators (KPIs) from real cellular
networks to determine cell-performance status; enables KPI data
exploration; visualizes anomalies; reduces the time required for
successful detection of anomalies; and accepts user input.

Index Terms—Self-Organizing Networks (SON), cell anomaly
detection, Self-Healing, performance management, Key Perfor-
mance Indicators (KPIs)

I. INTRODUCTION

Self-Organizing Networks (SON) [1] provide increased
automation of network operations with optimized resource
utilization to meet cellular network users’ expectations for
“unlimited” capacity and “ubiquitous” coverage. Among dif-
ferent components, the SON architecture includes configura-
tion, optimization, and troubleshooting capabilities that aim to
satisfy self-configuration, self-optimization, and self-healing
requirements.

In this paper, we focus on demonstrating self-healing capa-
bilities, which reduce the operator effort and the outage time to
provide faster maintenance. Dynamic Cell Anomaly Detection
(DCAD) builds on and demonstrates previous work [5], [6]
in analyzing Key Performance Indicators (KPIs), which are
highly dynamic measurements of cell performance, to deter-
mine the state of a cell. DCAD combines different classifiers
and classifies new data points by taking a weighted vote of
their prediction. Moreover, it enables KPI data exploration;
visualizes anomalies; reduces the time required for successful
detection of anomalies; and accepts user input.

II. CELL ANOMALY DETECTION

Our cell anomaly detection framework [5], [6] aims to deter-
mine the relevant features required for detection of anomalies
in cell behavior based on the KPI measurements. The main
hypothesis is that no single traditional time-series anomaly
detection method (classifier) can provide the desired detection
performance. This is due to the wide range in both the types of
KPIs that need to be monitored and the network incidents that
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need to be detected. Consequently, we proposed an ensemble
method, which combines different classifiers [5], [6].

The ensemble-method framework applies individual uni-
variate (applied to each KPI) and multivariate (applied to
multiple KPIs) methods to the training KPI data, leading to the
construction of a pool of different predictors. We use different
univariate methods for modeling the KPI behavior and to test
data against the built models, which use Empirical Cumulative
Distribution Functions (ECDF) [2], Support Vector Machines
(SVM) [3] and Autoregressive, Integrated Moving Average
(ARIMA) models. Our framework uses SVM and Vector Auto-
Regressive (VAR) models for the multivariate case [4].

Using the pool of predictors, the predictions obtained on the
KPI data “under test” (i.e., subject to detection) along with the
weights allocated to each predictor lead to the computation of
the KPI degradation level (i.e., the deviation of a KPI from
its “normal” state). The proposed methods rely on context
information (available for cellular networks) extracted from
human-expert knowledge, Configuration Management (CM)
data, or confirmed Fault Management (FM) input data to
make informed decisions. We define confirmed FM data as
the machine-generated alarms that were confirmed by human
operators.

III. DCAD TooL

DCAD relies on a main dashboard (Figure 1), which en-
ables the investigation of the detection performance of each
individual classifier and of the ensemble method at the cell and
KPI levels. DCAD also provides means to compare methods,
respectively KPIs, against each other. These exploration capa-
bilities become instrumental in providing insight information
of the KPIs characteristics and providing the human operator
with relevant information on cell status.

DCAD allows the human operator to:

« visualize the performance of each individual univariate
and multivariate method, and the ensemble method, il-
lustrating both the raw KPI measurements and the result
of each method as a numerical measure referred to as the
KPI degradation level, which indicates the severity of the
degradation;

« investigate different KPIs and cells in the network and
provide geographical information for the cell in scope,
illustrated on a map;
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Fig. 1. DCAD main dashboard, which allows selection of the detection
methods and investigation of their KPI degradation levels; illustration of cells’
geographical location; and comparison of different characteristics of cells and
methods.

« illustrate the overall state of each cell across all the KPIs
to indicate the worst-performing KPIs;

« compare the KPI degradation levels belonging to selected
cells, for a more detailed investigation of cell status
(Figure 2);

« compare different methods applied to different cells, for
a more detailed investigation of the proposed methods;

o provide ground truth input, defined as labels associated
with the data points that indicate whether or not the data
represents a real problem, based on expert knowledge;

o and provide labels to the ensemble method, e.g., some
external conditions like a special event causing high
traffic load. The top graph in Figure 3 illustrates the
raw KPI measurement for a particular cell, which after
2/28/2012 exhibits a significant drop in value. When
labeled data (illustrated in blue after the value drop)
is available, our framework uses it to adapt and make
better predictions. The bottom graph illustrates the KPI
degradation level computed with and without considering
the labeled data. We observe that, without the labels,
the system would deem the data after 02/28/2012 as
abnormal (given the high KPI degradation value in red);
when using labels, our system adapts to the change (given
the low KPI degradation level in blue). When labels are
available, the ensemble method creates new models for
the pool and uses the label information to adjust the
weights accordingly (since it is a dynamic method).

Our demonstration will capture all these features applied to
real cellular network data and providing situational awareness
as part of an automated mechanism for taking recovery actions.
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Fig. 2. Cell comparison window comparing all KPI degradation levels for

as many as five cells selected in the main dashboard.

Raw Data and Data Labeling
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Fig. 3. Data labeling (top) and KPI degradation level computation (bottom).
In red, the precomputed KPI degradation levels; in blue, the KPI degradation
levels computed based on user input (marked as blue in the top graph).
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